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1
Decision/action requested

This contribution proposes a new KI for TR 33.847.
2
References

[1]
3GPP TR 23.752 V0.5.0 (2020-09) Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)
3
Rationale

TR 23.752 [1] in Clause 5.3.1, General description, Key Issue #3: Support of UE-to-Network Relay, states the following:

-    How to authorize a UE to be a 5G UE-to-Network Relay and how to authorize a UE to access 5GC via a 5G UE-to-Network Relay.

-
How to establish a connection between Remote UE and a UE-to-Network Relay to support connectivity to the network for the Remote UE.

-
How to support end-to-end requirements between Remote UE and the network via a UE-to-Network Relay, including QoS (such as data rate, reliability, latency) and the handling of PDU Session related attributes (e.g. S-NSSAI, DNN, PDU Session Type and SSC mode).

-
How the network allows and controls the QoS requirement for 5G ProSe UE-to-NW relay.

-
How to transfer data between the Remote UE and the network over the UE-to-Network Relay.

NOTE 1: Security and privacy aspects will be handled by SA WG3.
The following solutions in TR 23.752 [1] address either entire UE-to-Network Relay Path Change or its aspects:
· Solution #6: Layer-3 UE-to-Network Relay 
· Solution #7: Indirect Communication via Layer 2 UE-to-Network Relay UE has the following: “It is also important that a UE be authorized to operate as a UE-to-Network Relay UE. A UE may only operate as a UE-to-Network Relay UE when served by the network.” In addition, Solution #7 contains this note: “NOTE:
Further analysis of security requirements will be done in SA WG3.”
· Solution #12: Policy based network-assisted Path Selection 23 
· Solution #23: End-to-End security and IP address preservation for Layer-3 UE-to-Network Relay using N3IWF has the following Editor's Notes: “The criteria and policies used by a Remote UE to decide between a secure N3IWF or otherwise need to be defined.” and “The criteria and policies used by a UE-to-Network Relay to offer secure N3IWF access or otherwise need to be defined.” In addition, this solution utilizes IKE keep alive signaling between the Remote UE and the N3IWF for detecting possible path failure and will benefit from a security analysis.
· Solution #28: Layer-3 UE-to-Network Relay Discovery and Connection Establishment
· Solution #29: Service continuity via L2 UE-to-Network Relay 
· Solution #51: Provisioning policy based path selection between PC5 and Uu 
3GPP system has to be able to preserve security (i.e., the integrity and confidentiality) during UE-to-Network Relay path switch. Failure to protect integrity and confidentiality of information during UE-to-Network Relay path switch will open vulnerability in 5GS and allow various attacks such as unauthorised disclosure and modification of information.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in 5G ProSe Sec TR 33.847. 







***
BEGIN OF CHANGES
***

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.b
Key Issue #b: Security for UE-to-Network Relay path change
5.b.1
Key issue details 

3GPP system has to be able to preserve security (i.e., the integrity and confidentiality) during UE-to-Network Relay path switch. Failure to protect integrity and confidentiality of information during UE-to-Network Relay path switch will open vulnerability in 5GS and allow various attacks such as unauthorised disclosure and modification of information.

TR 23.752 [1] in Clause 5.3.1, General description, Key Issue #3: Support of UE-to-Network Relay, states the following:
-    How to authorize a UE to be a 5G UE-to-Network Relay and how to authorize a UE to access 5GC via a 5G UE-to-Network Relay.

-
How to establish a connection between Remote UE and a UE-to-Network Relay to support connectivity to the network for the Remote UE.

-
How to support end-to-end requirements between Remote UE and the network via a UE-to-Network Relay, including QoS (such as data rate, reliability, latency) and the handling of PDU Session related attributes (e.g. S-NSSAI, DNN, PDU Session Type and SSC mode).

-
How the network allows and controls the QoS requirement for 5G ProSe UE-to-NW relay.

-
How to transfer data between the Remote UE and the network over the UE-to-Network Relay.

NOTE 1: Security and privacy aspects will be handled by SA WG3.
Multiple solutions in in TR 23.752 address either entire UE-to-Network Relay path change or its aspects and require to be studied in TR 33.847.

5.b.2
Security threats

Failure to protect integrity and confidentiality of information during UE-to-Network Relay path change will open vulnerability in 5GS and allow various attacks resulting in unauthorised disclosure and modification of information.  

5.b.3
Potential security requirements

3GPP system shall provide means to protect security (i.e., the integrity and confidentiality) of information during UE-to-Network Relay path switch.
***
END OF CHANGES
***


